LOI MO DAU

Mot trong nhitng van dé quan trong ma cong nghé mang trén thé gidi dang
phai nghién ciru giai quyét 1a sy phat trién véi tbc do qua nhanh cia mang luéi
Internet toan cAu. Sy phat trién nay cung véi su tich hop dich vu, trién khai nhiing
dich vu mdi, két ndi nhiéu mang v6i nhau, nhu mang di dong voi mang Internet da
dat ra van dé thiéu tai nguyén dung chung. Viéc s dung hé théng dia chi hién tai
cho mang Internet 13 IPv4 s& khong thé dap tmg ndi sy phat trién ctia mang ludi
Internet toan cau trong thoi gian sap toi.

Hién IPv6 d3 dugc chuin hoa tung budc va dua vao st dung thuc té. Tuy
nhién qué trinh chuyén d6i hé thong mang tir IPv4 sang IPv6 con gap nhiéu van dé
do thiét bj khéng ddng b, cac nha cung cip dich vu Internet voi cac ha ting mang
khac nhau, kién thirc ngudi sir dung va quan 1y mang con han ché.

Nhén thirc rd tAm quan trong ctia vin dé, em quyét dinh Iya chon va nghién
clru dé tai “Nghién ciru cdng nghé IPv6 va dé xuit mé hinh trién khai trén hé
thong mang doanh nghiép tai Lao”.

Muc dich nghién ciru:

Luan van nay dugc thuc hién véi myc dich tim hiéu nghién ctru cong ngh¢
IPv6, nghién ctru cac cong nghé cho phép chuyén d6i hé théng mang tir ha ting
IPv4 sang IPv6 dam bao hé thong thong tin hoat dong khong gian doan.

Tir d6, di vao phén tich vé hién trang hé thong mang doanh nghiép, nhu cau
trién khai cong nghé IPv6. Trén co s& d6 dé xuét trién khai thir nghiém mot mé hinh
hé théng mang sao cho van hoat dong 6n dinh trén ha tﬁng IPv4 hién tai va cho
phép trién khai song song cac hoat dong thir nghiém trén ha tang IPv6.

Poi twong va pham vi nghién ciru:

Déi tuwong: Luan van tip trung nghién ctru, tim hiéu cong nghé IPv6, cic
phuong phap chuyén doi IPv4 sang IPv6, dé xuét trién khai thir nghiém mot mo
hinh hé théng mang sao cho van hoat dong 6n dinh trén ha téng IPv4 hién tai va cho
phép trién khai song song cac hoat dong thir nghiém trén ha tang IPv6.

Pham vi: phéan tich vé hién trang hé théng mang doanh nghiép, nhu cau trién

khai cong nghé IPv6.



Phwong phap nghién ciru:

- Thu thap, tim hiéu, phan tich cic tai liéu va thong tin c6 lién quan dén luan vin.

- Tim hiéu vé IPv6: Tong hop duoc cac khai niém co ban vé IPv6 qua d6 danh
gia, 1am ro cac uu diém thé hé dia chi IPv6.

- Tim hiéu c4c cac phuong phap chuyén d6i IPv4 sang IPv6.

- Dé xuét trién khai thir nghiém mot mé hinh hé théng mang doanh nghiép.

- Pua ra nhan xét va danh gia két qua.

Keét cau luin van:

Bai luan van gém ba chwong chinh véi cac ndi dung chil yéu nhu sau.
Chuong 1. Tong quan vé cong nghé IPve.

- Trong phan nay, hoc vién trinh bay cac 1y do ra doi khong gian dia chi méi
IPv6 thay thé khong gian dia chi hién tai IPv4 ciing nhu cac van dé lién quan dén
cau trac dia chi IPv6, cac dang dia chi IPv6, qua do théiy duoc sy khac biét va thay
doi trong dia chi IPv6. Day 14 phién ban duoc thiét ké nham khic phyc nhiing han
ché cua IPv4 va b sung nhing tinh ning méi can thiét trong hoat dong va dich vu
mang thé hé sau.

Chuwong 2. Cong nghé chuyén ddi tir IPv4 sang IPv6

Trong chuong 2 hoc vién dé cdp dén cac cong nghé hd trg chuyén do6i hé
théng mang cho mot t6 chirc, doanh nghiép tir ha ting IPv4 sang ha ting IPVG6.
Mang IPv6 va IPv4 s& cling song song ton tai trong thoi gian dai, va sau d6 méi
chuyén d6i hoan toan sang.
Chuwong 3. P& xuit md hinh trién khai IPv6 cho mang doanh nghiép.

Xac dinh mot mo hinh mang phu hop véi hé théng mang cac doanh nghiép
vira va nho tai Lao hién nay, déng thoi trién khai cac bude ciu hinh dua trén céc
cong nghé phu hop da dé cap trong chwong 2 dé trién khai hé thong mang trén IPv6

va khong lam gian doan hé théng mang hién tai.



CHUONG 1 TONG QUAN VE CONG NGHE IPV6

1.1 Nguyén nhin phat trién IPv6 va su khac biét ciia IPv6 so véi IPv4.

1.1.1 Nguyén nhén phat trién IPv6
- Su can ki¢t khong gian dia chi [Pv4.

- Han ché vé cong nghé va nhugc diém cua IPv4 :

e Ciu trac dinh tuyén khong hiéu qua.

e Han ché vé tinh bao mat va két ndi dau cuoi - dau cuoi.

e Mo hinh stir dung NAT cua dia chi IPv4 c6 nhiéu nhuge diém.

o Khong gian dia chi han ché.
e Khong hd trg mobile IP.
> Giai phép thay thé 1a gi ?

Giao thirc Internet ma IETF da dua ra, quyét dinh thiic day thay thé cho IPv4 la

IPv6 (Internet Protocol Version 6), giao thic Internet phi€én ban 6, con dugc goi la

giao thirc IP thé hé méi (IP Next Generation - IPng). Dia chi Internet phién ban 6 c6

chiéu dai gap 4 1an chiéu dai dia chi IPv4, gdm 128 bit
1.1.2 Sw khac biét cia IPv6 so véi 1Pv4
Bang 1-1: So sanh IPv6 va IPv4

1Pv4 IPv6
Dia chi dai 32 bit Dia chi dai 128 bit
[PSec 1a tuy chon IPSec dugc yéu cau

Khong dinh dang dugc luéng dir liéu

binh dang duoc lué)ng dit liéu nén hotrg

QoS tt hon.

Su phan manh dugc thuc hién tai cac
host gui va tai router, nén kha nangthuc

thi ctia router cham.

Su phan manh chi xay ra tai host gui.

Khong doi hoi kich thude goi 16p lien
két va phai duoc tai hop goi 576 byte.

Lép lién két ho trg goi 1.280 byte vatai
hop goi 1.500 byte.

Checksum header.

Khong checksum header.




Header c6 phan tuy chon.

Tat ca dix liéu tuy chon dugc chuyénvao

phan header mo rong.

ARP str dung frame ARP Request
déphan giai dia chi IPv4 thanh dia chi
16plién két.

Frame ARP Request dugc thay thé

boimessage Neighbor Solicitation.

IGMP (Internet Group
ManagementProtocol) dugc dung dé
quan ly cacthanh vién ctia mang con cuc

bo.

IGMP dugc thay thé béi messageMLD

(Multicast Listener Discovery).

ICMP Router Discovery dugc dung
déxac dinh dia chi cta gateway mac

dinhtdt nhat va la tuy chon.

ICMPv4 Router Discovery duoc thaythé
bdi message ICMPv6 RouterDiscovery

va Router Advertisement .

Dia chi broadcast dé guri luu lwong

déntat ca cac node.

IPv6 khong c6 dia chi broadcast, madia
chi multicast dén tit ca cac node(pham

vi Link-Local).

Phai cau hinh bang tay hoic thong
quagiao thitc DHCP cho IPv4.

Cau hinh tir dong, khong doi hoiDHCP
cho IPv6.

Str dung cdc mau tin chira tai nguyéndia
chi host trong DNS dé anh xa ténhost
thanh dia chi IPv4.

Str dung cac mau tin AAAA trongDNS
dé anh xa tén host thanh dia chilPvé.

1.2 Muc tiéu trong thiét ké IPv6.

- Khong gian dia chi 16n hon va dé dang quan 1y khong gian dia chi.

- Hb tro tét hon cho di dong.

- Tuddng cAu hinh.

- HO tro tt vé dich vu da phuong tién.

- HBO tro bao mat tdt hon.




1.3 CAu tric dia chi IPv6.
1.3.1 Khong gian dia chi IPv6.
Kich thuéc dia chi IPv6 1a 128 bit, dai gip 4 1an dija chi cua IPv4, khong gian
dia chi 32 bit cho phép danh 2** hay 4.294.967.296 dia chi. Khong gian dia chi 128
bit cho phép danh 2'*® dia chi hay (3.4x10°*) dia chi trong dwong
340.282.366.920.938.463.463.374.607.431.768.211.456
1.3.2 Biéu dién dia chi IPv6.
1.3.2.1 Biéu dién ciia dia chi
Dia chi IPv6 dai 128 bit, dugc chia 1am 8 nhom, mdi nhom gé)m 16 bit, duoc
ngin cach véi nhau bang dau hai cham “”. Mdi nhom duoc biéu dién bang 4 s6
hexa.
Vidu: FEDC:BA98:768A:0C98:FEBA:CB87:7678:1111
1080:0000:0000:0070:0000:0989:CB45:345F

Nhitng dia chi nay 16n, kha ning cung cip dia chi cho nhiéu node va cung
cAp cAu tric phan cip linh hoat, nhung né khong dé dé viét ra. Vi vay can c6 1 sb
nguyén tic dé nham rat ngin lai cach biéu dién dja chi IPv6. Sau day 1a cac quy tic
dé rat gon IPv6:

- Cho phép b6 cac sb 0 nam trude mdi nhom (octet).

- Thay bang s6 0 cho nhém c¢6 toan s6 0.

- Thay bang dau “::” cho cac nhém lién tiép nhau c6 toan s6 0.
1.3.2.2 Biéu dién ciia Address Prefixes

Prefix cta dia chi IPv6 duoc biéu dién tuong tu voi ki hiéu IPv4 CIDR. IPv6
prefix duoc biéu dién nhu sau: IPv6-address/ prefix-length

Trong d6: IPv6-address 1a bat ki dia chi c6 gia tri, Prefix-length 1a s6 bit lién
ké nhau duoc bao gdm trong prefix.

Vi du: Sau day 1a quy tac biéu dién cho 56 bit prefix 200F00000000AB:

e 200F::AB00:0:0:0:0/56

e 200F:0:0:AB00::/56



1.3.3 Dinh dang goéi tin trong IPv6.

400 h}‘IF'F. lén toi 65535 bytes

i
1

A
'1?

Base header Payload

Extension headers
(optional)

Data packet from upper layer

Hinh 1-1: Dinh dang goi tin IPv6 (IPv6 Packet Fomat)
1.4 Phan loai dia chi IPvé6.

Theo kién tric dia chi cia IPv6, ¢6 3 loai nhu sau :

- Dbia chi Unicast: Dia chi ndy duoc gan vao mdi giao dién don. Mot goi tin co
dia chi nay s€ duoc chuyén dén mot giao di¢n cu thé.

- bia chi Anycast: Dia chi nay dugc gan cho mt nhdém cac giao dién (thong
thuong 1a nhiing nodes khac nhau), va nhiing goi tin c6 dia chi nay sé dugc
chuyén ddi giao dién gan nhat c6 dia chi nay. Khai niém gin nhit ¢ day dua
vao khoang cach gan nhat xac dinh qua giao thirc dinh tuyén st dung.

- Dia chi Multicast: Pia chi ndy dugc gdn cho mot nhém cac giao dién (thong
thuong 1a nhiing nodes khac nhau). Mot goéi tin c6 dia chi multicast sé dugc
chuyén tdi tat ca cac giao dién c6 gan dia chi multicast nay.

1.5 Két luan chwong

Trong phan nay, hoc vién trinh bay cac 1y do ra doi khong gian dia chi méi
IPv6 thay thé khong gian dia chi hién tai IPv4 ciing nhu cic van dé lién quan dén
cAu tric dia chi IPv6, cac dang dia chi IPv6. Bén canh céc kién thuc téng quan, hoc
vién di sau phan tich, so sanh cac uu diém cua thé hé dia chi IPv6 so véi [Pv4.

Véi vai tro vo ciing quan trong ctia hé thong Internet, trong khi khong gian
dja chi IPv4 d3 budc vao giai doan can kiét, viéc phat trién, ing dung khong gian
dia chi IPv6 thay thé nhung dam bao khong gian doan mang Internet toan cau 13 vo
cung cap bach. Trong chuwong 2 hoc vién dé cip dén cac cong nghé hd tro chuyén
d6i hé thong mang cho mdt t6 chuc, doanh nghiép tir ha ting IPv4 sang ha tang
IPv6.



CHUONG 2 CONG NGHE CHUYEN POI TU IPV4 SANG

IPV6
2.1 Pit van deé.

Giao thic IPv6 c6 nhiéu vu diém vuot trdi so véi [Pv4, dap ung dugc nhu
cau phai trién ciia mang Internet hién tai va trong twong lai. Do d0, giao thirc IPv6
s& thay thé IPv4. Tuy nhién, khong thé chuyén d6i toan bd cac nit mang IPv4 hién
nay sang IPv6 trong mot thoi gian ngin. Hon nita, nhidu tmg dung mang hién tai
chua hd trg IPv6. Theo du bao cua td chirc ISOC, IPv6 s& thay thé Ipv4 vao khoang
2020-2030. Cac co ché chuyén dbi (transition mechanism) phai dam bao kha ning
tuong tac gitra cac tram, cac ng dung IPv4 hién c6 vdi cac tram va ing dung IPv6.
Ngoai ra, cic co ché ciing cho phép chuyén tiép cac ludng thong tin IPv6 trén ha
tang dinh tuyén hién c6. Trong giai doan chuyén d6i, diéu quan trong 1a phai dam
bao sy hoat dong binh thuong ctia mang IPv4 hi¢n tai. Tur d6 dat ra yéu cau cu thé
dbi voi cac chuyén doi:

2.2 Ciac phwong thirc chuyén ddi:
2.2.1 Chdng hai giao thirc (Dual- Stack).
a) Pdc diém chung

Co ché chong hai giao thirc con goi 1a co ché chong hai 16p. Co ché nay dam
bao mdi Host/ Router dugc cai ca hai giao thirc IPv4 va IPv6. Véi co ché doi (Dual)
nay, hoat dong cua cac Host/ Router hoan toan tuwong thich véi IPv4 va IPv6.
Nhitng tmg dung nao dugc hd tro Chong hai giao thirc s& hoat dong dugc ca voi dai

chi IPv4 va dia chi IPv6.



I Application I

TCP ubDP
IPv4 IPvo

Data link
(Ethernet)

Hinh 2-1: Chéng hai giao thirc
b) Nguyén tic hoat dong:

Nhu di trinh bay ¢ trén, co ché Dual-stack hoat dong duéi su trg giup cua
dich vu phan giai tén mién DNS. Cac may cha Chéng hai giao thirc s& c6 ban ghi
dia chi khai bao trong cdc DNS Server, do viy DNS Server phai hd trg IPv6. Khi d6
s€ c6 mot ban ghi (record table) A luu trit mot dia chi IPv4 va mot ban ghi AAAA
luu truc mot dia chi IPv6. Mdi ban ghi nay c6 thé tro dén mot dia chi IPv4 hodc
IPv6. Trong trudng hop két qua tim thdy 13 mot ban ghi AAAA tro dén dia chi IPv4
(compatible IPv6) va mot ban ghi A tré dén dia chi IPv4 twong ung thi két qua tra
vé ¢o gia tri sau:

- Tralai duy nhét dia chi IPv6
- Tra lai duy nhét dia chi IPv4
- Tra lai ca hai dia chi IPv4 va IPv6

Viéc lya chon loai dia chi ndo duoc tra vé phy thudc vao timg truong hop.
Trong truong hop ca hai loai dia chi tra vé thi trat tu sép xép cac loai dia chi lién
quan dén luéng IP cua Host d6. Néu mot dia chi IPv6 duoc tra vé, Nat mang do
giao tiép vdi Nt mang dich va géi tin duoc dong theo chuan IPv6. Tuong ty, néu
dia chi IPv4 duoc tra vé, nat mang dé giao tiép voi mot host IPv4 va lac nay géi tin
duoc dong goi theo chuan IPv4

¢) Uu, nhwoc diém:
- Uu diém:



Day 1a co ché co ban nhat dé nit mang c6 thé hoat dong dong thoi véi ca hai
giao thirc, n6 dugc hd tro trén nhiéu nén tang khac nhau nhu linux,
Windows va Solaris

Cho phép duy tri cac két ndi bang ca hai giao thirc IPv4 va IPv6

- Nhuoc diém: Kha ning mé rong kém vi phai str dung dia chi IPv4

2.2.2 Cong nghé¢ dwong ham (Tunnel).

/16 i48 64
Dia chi iPv4 toan cdu | Dinh danh . .
2002 b e e e Einh danh giac dién
Wigl dgng nexa @ng oo
Cau trizc dia chi IPvE Gtod
Hinh 2-2: Cau truc dia chi IPv6 6to4
Co che¢ hoat dong:

Khi c6 mot goi tin IPv6 véi dia chi dich cé dang 2002: :/1 6 dugc gui dén mot
router 6to4, router 6to4 tach dia chi IPv4 (dia chi Ipv4 vira tach dugc chinh 1a dia
chi IPv4 cua 6to4 router dich), boc goi tin IPv6 trong goi tin [Pv4 vai dia chi dich 1a
dia chi IPv4 vira tach dugc. Sau do, cac goi tin s& duoc chuyén tiép trén ha ting
[Pv4. Khi router 6to4 dich nhan dugc goi tin, goi tin [Pv6 s€ dugc tach ra va chuyén
dén nut mang IPv6 dich.

Uu diém:

- Céc nut mang khong bit budc phai dung dia chi IPv6 kiéu twong thich IPv4
nhu duong ham tir dong.

- Khong can nhiéu cu hinh dic biét nhu dudng ham c6 cAu hinh.

- Khong bi anh hudng boi cac hé thdng tuong lira ctia mang, chi can routercta
mang ¢ dia chi IPv4 toan cuc co thé dinh tuyén.

Nhuoc diém:

Chi thyc hién véi mot 16p dia chi mang dac biét.
C6 nguy co bi tdn cong theo kiéu ciia duong ham ty dong néu phan dia chi
[Pv4 trong dia chi dich cua goi tin 6to4 1a dia chi broadcast hay multicast.
2.2.2.1 Phén loai cong nghé dwong him
Tuy theo k¥ thuat tao duong ham trong d6 dia chi IPv4 ngudn va dich cia
g61 tin phai dugc cAu hinh trén Router bién béi nguoi quan tri hodac duogc tu dong

suy ra tir dia chi ngudn va dia chi dich cta géi tin IPv6, cong nghé dudng ham c6
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thé phan thanh hai loai: Céng nghé dudong ham ciu hinh bang tay (Configured

Tunnel) va Cong nghé duong ham ty dong (Automatic Tunnel).

ooa | Mao Mao e Mao Mao
DRIOU | gy [ ddu Oipey | chu i ddu
IPwE P4 1P 1Pwid
Router 1 /\m\, Router 2
et [(TH [T [TH e

Birirng hm két ndi hai )r -
mang |Pv6 bang co s

Dik ligu | L

Mao
dau
IPvE

& B
Cung cip
IPvE

Hinh 2-3: Cong nghé dwdng him

2.2.3 Cong nghé dich dia chi (NAT).
d) Ddc diém:

Cong nghé chuyén ddi thuc chit 1a mot dang bién thé cua cong nghé dich dia
chi mang (NAT), thuc hién bién dich dia chi va dang thirc ctia phan du, cho phép
thiét bi chi hd trg IPv6 c6 thé giao tiép voi thiét bi chi hd trg IPv4. Cong nghé phd
bién dugc st dung 1a dich dia chi mang — dich giao thitc (NAT — PT: Network
Address Translation — Protocol Translation). Thiét bi cung cap dich vu NAT — PT
s& bién dich lai phan du va dia chi cho phép IPv6 giao tiép voi mang IPv4.
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-~
, : NAT-PT
NodeA:  §l IPvé : = | Nods D:
IPv6-Only Network ‘ 92.0.40
2001:db8:f1F:1::1 T § «, Network = 1920304
] ) S—
é : ¢
~--192.0.2.1
SreAddr DestAddr —l SrcAddr DestAder
2001:db8:MT:1::1 | | 2001.dDB:FHT:T:a |  NAT-PT Translation 192.0.22 192.0.30.1

Hinh 2-4: Cong ngh¢ bién dich NAT - PT
e) Phan logi cong nghé NAT — PT
- Traditional (truyén théng) NAT — PT.
- Bi— Directional NAT — PT (NAT — PT song hudng).
f) Nguyén ly lam viéc cua NAT — PT
Céc g6i tin tir mang IPv4 sang mang IPv6 khi qua bo dinh tuyén NAT — PT
s& dugc chuyén doi goi tin IPv6 véi dia chi ngudn 13 mot dia chi IPv6 nim trong
NAT Prefix nay. Trong truong hop NAT tinh mdi dia chi trong NAT Prefix twong
mg v6i mot dia chi IPv4 ban dau (anh xa 1:1). Trong trudng hop NAT dong mot
dia chi IPv6 trong NAT Prefix nay c6 thé dung cho mét hodc nhiéu dia chi IPv4.
Céc goi tin trao doi qua lai giira céac site IPv4 va IPv6 can co sy thay doi vé
ciu trac. Khi géi tin roi khoi mang IPv4 sang mang IPv6 (hay nguoc lai IPv6 sang
IPv4) thong qua bd dinh tuyén NAT — PT, phan dau IPv4 dugc tach ra va thay thé
boi phan dau IPv6. Tét ca cic thong tin trong phan dir liéu (data) cua goi tin thong
thuong phai dugce bao toan ngoai trir cic gbi ICMP va cac thong tin trao ddi véi
DNS.
2) Uu diém:
- Khong doi hoi cac cau hinh dic biét tai cac may tram, quan tri tap trung tai
thiét bj NAT-PT
- Co thé trién khai nhiéu thiét bi NAT-PT d¢é tang hiéu ning hoat dong.
h) Nhuege diém ciia NAT-PT
- Tao nén mdot diém gy 16i tai thiét bi NAT-PT néu viéc truyén tin 1a qua

16n.
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- Su thiéu hut bao mat dau cudi t&i dau cudi (end-to-end), do Ipv6 hd trg
IPsec nhung IPv4 khong hd tro, vi vay khong dung IPsec trong trudng hop
nay.

i) Pham vi ung dung

- NAT-PT dugc ung dung tai dai bién ctia mang chi cé cac host Ipv6 va
mang chi co cac host IPv4.

- Theo dang don gian néu NAT-PT khong hd tro NAT-ALG, sé& cung cap mot
su truyén tin gitra mang Ipvé va mang Ipv4 véi chi cac phién khoi dau tai
cac nut trong mién IPv6. Trong khi d6 cac phién dugc khdi dau tai mién
IPv4 s€ bi danh roi.

- NAT-PT két ndi v6i NAT-ALG sé& cho kha nang truyén tin hai huéng véi
viéc khai dau phién & IPv4 hodc IPv6.

2.3 Panh gia cic phwong 4n chuyén doi

M&i co ché déu c6 wu, nhuoc diém va pham vi ap dung khac nhau. Tuy ting
thoi diém trong giai doan chuyén ddi, mac do su dung cua cac co ché chuyén doi s&
khéc nhau :

e Giai doan dau : Giao thiuc IPv4 chiém wu thé. Cac mang IPv6 két nbi voi
nhau trén nén ha tang IPv4 hién c6 théng qua cic dudng ham IPv6 qua
IPv4.

e Giai doan giita : Giao thuc IPv4 va IPv6 dugc trién khai vé pham vi ngang
nhau trén mang. Cac mang IPv6 két ndi voi nhau qua ha ting dinh tuyén
IPv6. Cac mang IPv4 két ndi voi cac mang IPv6 sir dung cac phuong phap
chuyén d6i dia chi giao thirc nhuw NAT-PT.

e Giai doan cubi : Giao thirc IPv6 chiém uu thé. Cac mang IPv4 con lai két ndi
v6i nhau trén ha tang dinh tuyén IPv6 thong qua cic duong ham IPv4 qua
IPv6 khi chuyén hoan toan sang IPv6.

Mot s6 danh gia vé cac cong nghé hd trg chuyén doi mang IPv4-IPv6 cu thé
nhu sau:

e V& dau tw kinh phi:
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Ca ba cong nghé trén déu khong ton thém chi phi ciia doanh nghiép vi ban
chat cac cong nghé déu trién khai trén cac thiét bi c6 sin cua hé théng mang doanh
nghiép. Viéc dau tu mua cac thiét bi dé trién khai thr nghiém mot hé théng mang
day chi phi ciia doanh nghiép 1én cao 1a diéu khong mong mudn cta bat ky doanh
nghiép nao dic biét 1a cac doanh nghiép vira va nho. Do vay ddy la mot uu diém
chinh cua hé théng thir nghiém nay.

e Ve chi phi thoi gian trién khai, dd phirc tap ciia hé thong:

Thoi gian thtr nghiém trién khai di voi mdi cong nghé 1a khong nhiéu, hon
thé nguoi quan tri co thé thir nghiém timg phan cua hé thong ma khéng 1am anh
huong hay gidn doan hé thong thong tin ciia doanh nghiép von dang sir dung ha
tang IPv4. Ngudi quan trj mang di qua dao tao c6 thé chii dong trién khai thong qua
céc khoa dao tao ngan han vé IPv6.

e V& anh huwéng cia nguwoi sit dung hé théng (nhan vién doanh
nghiép):

Do céc tmg dung va hé thong mang trén nén IPv4 khong bi gian doan trong
qua trinh thir nghiém do vdy hoan toan khong anh huong dén phia doanh nghiép
cling nhu nhan vién trong doanh nghiép, ngudi c6 tuong tac véi hé thong thong tin

doanh nghiép.

2.4 Két luan chwong 2

Trong chuong 2 di dé cap dén cong nghé chuyén doi IPv4-IPv6. Trong thoi
gian dau phat trién, két ndi IPv6 can thuc hién trén co so ha ting mang lu6i IPv4.
Mang IPv6 va IPv4 s& cling song song ton tai trong thoi gian dai, va sau d6 méi
chuyén d6i hoan toan sang.

Trén day 13 cic cong nghé phuc vu viéc chuyén doi mé hinh mang cua t6
chure tir IPv4 sang IPv6 dam bao hé thong mang hoat dong khong gian doan. Trong
chuong ba, tac gia s& trinh bay mot mé hinh mang thir nghiém chuyén doi, cac thu
nghiém va két qua khi chuyén d6i mot hé thong mang tir IPv4 sang IPv6 tai mot t6

chuirc.
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CHUONG 3 DE XUAT MO HINH TRIEN KHAI IPV6 CHO
MANG DOANH NGHIEP

3.1 Mang doanh nghiép.
3.1.1 Pic diém mang doanh nghiép

Hé théng mang cua doanh nghiép don gian hay phirc tap 1a ty theo quy mo
va loai hinh ctia doanh nghiép. Ngay nay, cac nha cung tng di dua ra rat nhiéu sy
chon lya cho doanh nghiép nhu cho phép doanh nghiép tu trang bi, tu quan 1y hoac
st dung dich vy. Nhitng doanh nghi¢p 16n v61 hang ngan may tinh cling c6 nhiing
giai phap quan 1y dic thu két hop ca phan ctng va phan mém.

Hau hét cac doanh nghiép déu c6 nhu cau st dung cac ing dung cong nghé
thong tin (CNTT) & nhitng murc d6 khac nhau. Do vy, ho s& c6 nhitng nhu cau khac
nhau vé quan tri hé thong mang (network) cta doanh nghiép. Mot hé thong dugc
kiém soat tot s& 1am giam dang ké chi phi hoat dong, ning cao hiéu qua ciing nhu
do tin cay ctia hé thong.

Véi cac doanh nghiép nhd, viéc quan tri hé théng mang rit don gian. Thuong
thiy nhit 13 doanh nghiép thiét 1ap mot trang web, sau d6 thué cic doanh nghiép
lam dich vu CNTT thuc hién tron goi cac nhu cau, tir cho thué hosting cho dén van
hanh, bao dudng tron géi trang web, e-mail. Tuy nhién, cac doanh nghiép nay can
phai c6 it nhat mot nhan vién giéi nghiép vu CNTT. Nhan vién nay s& gitp giai
quyét cac cong viée k¥ thuat chung hing ngdy, tir nhimg 18i co ban trén mdi may
tinh nhu nhiém virus, khong két ndi duoc Internet, 15i lién quan dén hé diéu hanh
Windows, Office cho dén viéc hé théng mang ndi bo truc trac lam céc chuong trinh
ké toan, nhan su khong chay duoc, khai bdo e-mail cho nhan vién méi, cap nhat,
chinh sira thong tin trén trang web, 1am viéc v6i nha cung cip khi hé thdng web, e-
mail bi 16i. ..

3.2 Pic diém mang Internet tai Lao.

Dich vu mang Internet tai Lao tut hau van con 1a mot mbi quan tam lon vé

phat trién kinh té xa hoi chung cta dat nude. Trong giai doan 2011-2012 chimg kién

mot su bung nd trong cac dich vu internet bang thong rong di dong, mac du nod da
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duoc kho khin dé co duge sb lidu thdng ké dang tin cdy vé phan nay cia thi truong.
Viéc mo rong cua mang Internet va dac biét 1a bang thong rong vao cac tinh va cac
khu vyuc nong thon 13 cao trén danh séch cua chinh phu uu tién phat trién.
Internet Nam 2012 Nam 2013
Téng sb thué bao ¢ dinh 60.000 75.000
Hinh 3-1: CAc chi s6 vé Internet tai Lao 2012-2013

Vao dau nam 2013, Su xam nhap thap va phat trién cham chap cua cac dich
vu internet tiép tuc 1a mot van dé d6i véi ca nganh cong nghiép vién thong dia
phuong néi riéng va ca nudc noéi chung, dic biét 1a dua ra cach truy cép truc tuyén
rit quan trong 13 sy phat trién qudc gia.

Dich vu internet bang thong rong di dong da dugc cung cap mot sd thong tin
tich cuc trén thi truong.

Mic du trong nhitng ndm qua, nhéan thic cia cac td6 chuc, doanh nghi¢p vé
IPv6 di duoc cai thién dang ké, viéc két ndi, xay dyng mang thir nghiém IPv6 quc
gia d3 duoc day manh.

Tuy nhién, viéc duy tri 6n dinh hoat dong cua cac két ndi IPv6 cling nhu thur
nghi¢m dich vu IPv6 dé c6 luu luong truyén tai thuc van chua duoc doanh nghiép
quan tam trién khai. Cac nha cung cip dich vu Internet (ISP) c¢6 két ndi thuan IPv6
dén mang IPv6 qubc gia nhung cac két ndi déu chwa dugc quan tdm duy tri hoat
dong 6n dinh va hau nhu khong c6 luu luong trao doi.

Mot trong nhitng khé khin din dén viéc cham trién khai IPv6 & Lao 1a do khi
ngudn IPv4 dan can kiét, cac doanh nghiép chiém thi phan Internet 16n trong nuéc
da kip tich trlt mot lugng dia chi tuwong ddi 16n nén nhu cau vé nguén dia chi cho
cac dich vu can IP nhu xDSL hay 3G chua cép thiét. Chinh vi thé, ap luc trude mét
bat bugc phai chuyén sang str dung IPv6 dbi véi cac nha cung cap va ngudi ding
cubi chua cao.

3.3 Dé xuat md hinh trién khai IPv6 cho mang doanh nghiép tai Lao.

Thuc té tai Lao hién nay c6 hon 400.000 doanh nghiép vira va nho c6 tng

dung hé thong thong tin va Internet trong giao thuong. Pay 1a ddi twong chinh s& bi
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anh hudng trong viéc tai nguyén IPv4 can ki€t cling nhu phai thuc hién qua trinh
chuyén d6i nang cap hé théng mang tir IPv4 sang IPv6.

Qua qua trinh khao sat, cic doanh nghiép nay nhin chung c6 hé thong mang
c6 quy mo vua va nho (dudi 250 nut mang), dugc chia lam hai mé hinh, mét 1a chi
c6 mdt tru s¢ hoat dong duy nhat, hai 1a ¢c6 mdt tru s& va nhiéu chi nhanh, cc chi
nhéanh c6 két nbi hé théng mang vé tru s& chinh.

Tru so chinh va chi nhanh déu c6 két ndi Internet théng qua nha cung cip
dich vu khu vuc thong qua cac Router.

Cac hé théng thong tin ctua doanh nghiép khong qua phtic tap véi cac hé
thong Web Server, Mail Server, FTP Server va Server chay cac phan mém chuyén
dung. Céc luu lugng chu yéu dén hé théng Server ndi bo va mot sd truy cap web ra
mang Internet.

Xu huéng cua cac doanh nghiép Lao 1a tin dung tdi da ngudn nhan lyc dic
biét 1a cac nhan lyc khong tham gia san xuat truc tiép nén sé luong nhan sy cong
nghé thong tin thudng it, chi tir hai dén ba ngudi trong khi khéi luong cong viée
nhiéu do vay cac thir nghiém, trién khai dich vu phai khong chiém quéa nhiéu thoi
gian cua nhan vién.

Céc nhén su céng nghé thong tin hién nay chua cé kién thire sau vé IPv6 do
trong chuong trinh hoc do vay phai lya chon mot cong nghé phu hop 1a dac biét
quan trong.
=>» Trén co s& do, hoc vién lya chon moé hinh nhu sau:

- Hé théng mang dé xuat nhu trong hinh dudi gém 2 site; Site 1 thudc tru s& cong
ty, site 2 1a chi nhanh, két ndi tir xa vao trung tdm thong qua mang Internet
IPv4. Trong trudong hop hé théng mang doanh nghiép chi c6 mot site duy nhét,
mo hinh hé thdng mang dé xuit s& bo di site 2 va cong viée tré nén dé& dang hon
v6i nguoi quan tri khi chi viéc bo di cac cong viéc cau hinh site 2; Trong
truong hop nguoc lai, hé thdng c6 nhiéu hon 2 site thi m6 hinh hé théng mang
dé xuat van phu hop va khong thay doi cach quan 1y. Duy nhat khdi lugng cong
viéc céu hinh tai céc site chi nhanh s& nhiéu dan dén tiéu tén thoi gian cAu hinh

cua nguo1 quan tri.
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- Viéc lya chon phuong thirc chuyén ddi s& dua trén cac dic tinh nhu:

e Dual- Stack 1 co ché co ban nhat dé niit mang cé thé hoat dong dong thoi
v6i ca hai giao thire, nd duoc hd tro trén nhiéu nén tang khac nhau nhu linux,
Windows va Solaris, cho phép duy tri cac két ndi bang ca hai giao thirc IPv4
va [Pvo6.

e (Cong nghé dudng ham cho phép truyén cac goi tin IPv6 trén ha ting mang
IPv4, nhu viy trong giai doan ban dau, khi méi mang IPv6 con 1a nhiing ¢
dao trén mot lién két IPv4 Internet, thi cong nghé duong ham cho phép tan
dung sdn mang ludi IPv4 dé két ndi cac bc dao IPv6 nay ma khong phai trién
khai mét mang ludi két ndi cac mang [Pv6 toan cau, diéu ma khong mdt tb
chtre, quéc gia nao lam duoc vi chi phi qua ton kém va khong hiéu qua. Cong
nghé duong ham tan dung mang IPv4 Internet tao thanh mdt moi truong lién
két dir liéu phuc vu cho két ndi IPv6.

- Nhu vay:

e Céc nut mang trong ting site déu duoc cdu hinh thuc thi Dual — Stack c6 kha
nang thuc thi ddp ing cac yéu cau IPv4 va IPv6 song song dam bao hé théng
van hoat dong binh thudng trén moéi truong IPv4.

e Cac luu luong IPVv6 site 2 két ndi dén site 1 thong qua viéc thiét 1ap dudng
ham 6to4 gitta hai site.

e (Cac luu lugng IPv6 ndi bo két ndi dén Internet IPv6 thong qua viéc thiét lap
duong ham 6to4 dén Router Relay 6to4. Hoc vién chon dia chi anycast dé
dinh tuyén mac dinh cho cac goi tin. Dia chi anycast nay s€ c6 nhiém vu trd

g6i tin dén mot Router Relay gan nhat.
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o SITEZ
Gtod Host C

sE1 | B i

6tod Host A Gtod Host B

Hinh 3-2: M hinh logic hé théng mang doanh nghiép dé xuit
Cac bo dinh tuyén bién tai site 1 va 2 st dung Router Cisco 2811 ¢6 01 dia
chi IPv4 Public.
MGdi site déu c6 01 Server DNS hoat dong Dual Stack phuc vu phan giai tén
mién; Tai site 01 ¢ cac Server ung dung Web Server, Mail Server phuc vu
hé théng ung dung ndi bd ciia doanh nghi€p hoat dong theo co ché Dual
Stack.
Tai mdi co s& ¢6 cac PC thuin IPv4, thuan IPv6 va PC hoat dong Dual Stack
Két ndi IPv6 giita hai site bang k¥ thuat Tunnel 6to4 trén ha ting mang
Internet Backbone IPv4 hién tai
Két nbi IPv6 di mang Internet IPv6 qudc té (6Bone) bang k¥ thuat Tunnel
6to4 thong qua bo dinh tuyén Relay
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SITE 1

Dual Stack Server

DNS Server Web Server Mail Server

- )

Router R1

Hinh 3-3: M6 hinh hé thong mang Site 1

SITE 2-BRANCH

Dual Stack Server |

>

DNS Server 1

Hinh 3-4: M6 hinh h¢ thong mang Site 2
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3.4 Thir nghiém trén phim mém Packet tracer cia Cisco.
3.4.1 Hoat dong va dich vu thir nghiém

- Xay dung cic nt mang thuan IPv4, thuan IPv6 va cac nit mang hoat dong
Dual Stack & ca 2 site.

- Tai mdi site cau hinh Router bién (Cisco 2811) két nbi v6i mang Internet IPv4
gia lap.

- Xay dung cic may chu phan giai tén mién DNS Server hoat dong Dual Stack
tai ca hai site.

- Xay duyng cac may chu Mail Server, Webserver tai site 1 hoat dong Dual Stack.

- Tao IPv6 Backbone két ndi cac nut mang IPv6 hai site bang ky thuat Tunnel
IPv6 6to4 trén duong IPv4 Backbone cua mang hién tai.

- Két nbi mang IPv6 doanh nghiép véi mang IPv6 qudc té gia 1ap bang k§y thuat
Tunnel 6to4 thong qua Router Relay IPv6.

- Su dung 16p dia chi IPv6 6to4 theo quy dinh cua IANA 14 2002::/16, quy hoach
va gan cho céac giao tiép mang IPv6, cac may chu dich vu va cac may tram cta
mang LAN thudc mdi site.

- Trién khai cai dat cac dich vu:

= DNS Server, Web Server, Mail Server

INTERNET ONLY IPv4
- INTERNET ONLY IPVE.

‘ o ’
' Ai*--.l"“wf.‘n’ ~r (=7
I 5024 e | i-e-..r""l

ServTr-PT Switeh 25 2811 iz&n i1 2950-24 '
Gaogle v4 4 RE R7 Switcht Server-PT
‘ Googleve
Internet
e

e

SIEL 1 SIE2
2811
R3
¥ 4 Servgr-PT
DHE 2
192.168.20.1 ;
g 5 7
' |

=~

L, 4

==
BC-PT
LSER 5~ [pv6 + v4

.:':a F-— ] =i om0}
RC-FT PC-PT

it
PC-PT PC-BT - BC-T
USER 1--1PV4  USER2-- IPv6+ IPv4  USERZ--IPvé USER 4 -- IPvd

USER & IPv6

Hinh 3-5: M6 hinh trién khai hé théng mang doanh nghiép dé xuit
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Bang 3-1: Bang cac tham s6 dia chi IP co ban cAu hinh cho hé thong

ROUTER INTERFACE IPv4 IPv6 NOTE
F0/0 192.168.10.1/24 | 2002:71A0:8518:2::1/64 IP LAN LOCAL
S0/0/1 10.0.13.1/24 LINK R1-R3
R TUNNEL 12 2002:12:12:12::1/64 TUNNEL R1 - R2
TUNNEL 16 2002:16:16:16::1/64 TUNNEL R1 - R6
F0/0 192.168.20.1/24 | 2002:71A7:6833:2::1/64 IP LAN LOCAL
S0/0/1 10.0.23.2/24 LINK R2-R3
Rz TUNNEL 12 2002:12:12:12::2/64 TUNNEL R1 - R2
TUNNEL 26 2002:26:26:26::2/64 TUNNEL R2 -R6
S0/0/0 10.0.13.3/24 LINK R1-R3
S0/0/1 10.0.23.3/24 LINK R2-R3
o S0/1/0 10.0.34.3/24 LINK R3-R4
S0/1/1 10.0.36.3/24 LINK R3-R6
S0/0/0 10.0.34.4/24 LINK R3-R4
R S0/0/1 10.0.45.4/24 LINK R4-R5
S0/0/0 10.0.45.5/24 LINK R4-R5
R F0/1 8.8.8.1/24
S0/0/0 10.0.36.6/24 2002:67:67:67::6/64 LINK R3-R6
LINK R6 - R7
R6 TUNNEL 16 2002:16:16:16::6/64 TUNNEL R1 -R6
TUNNEL 26 2002:26:26:26::6/64 TUNNEL R2 - R6
S0/0/0 2002:67:67:67::7/64 LINK R6 - R7
K7 F0/0 2404:6800:8003::1/64
SERVER
and IPv4 GWv4 IPv6 GWv6
CLIENT
DNS | 192.168.10.250 2002:71A0:8518:2::2
WEB | 192.168.10.251 2002:71A0:8518:2::3 2002:71A0:851
SITE1 | MAIL | 192.168.10.252 192.168.10.1 2002:71A0:8518:2::4 8:2::1/64
USER 2002:71A0:8518:2:6F:8EC
192.168.10.20 1:9D48.76C0
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USER 2002:71A0:8518:2:18AF:7
192.168.10.12
3 7E0:FB2E:22B7
DNS 192.168.20.250 2002:71A7:6833:2::2
USER 2002:71A7:6833:2:18AF:A
192.168.20.12 2002:71A7:683
SITE 2 5 192.168.20.1 1E0:CB1E:12CA
3:2::1/64
USER 2002:71A7:6833:2:D4FE:6
192.168.20.20
6 6D3:F901:CDCB
ipv6.goog 2404:6800:8003
2404:6800:8003::63
le.com =1
ipv4.goog
8.8.8.8 8.8.8.1
le.com

Céc dich vu thir nghiém

3.4.2 Két qua thir nghiém

Dich vu truy cap WEB.

Dich vu Mail Server hoat dong Dual Stack.

Dich vu Web Server hoat dong Dual Stack.
Dich vu DNS Server hoat dong Dual Stack.

Két qué két ndi mang

4 D3 trién khai thanh céng mang thir nghiém IPv6 trén ha ting mang IPv4

trong viéc két noi hai site va két néi vao mang IPv6 qudc té gia 1ap.

v Kiém tra két nbi (Ping) giita cic Host cai dat dia chi thuan IPv6 va céac host
IPv4/IPv6 két qua hoat dong tot. Ti 18 cac goi tin gui di/tra vé 100%.

4 Tao thanh céng Tunnel IPv6 6to4 trén ha ting Internet IPv4 gia lap, hoat

dong cua Tunnel 6to4 khong lam anh hudng dén mang ciing nhu chét luong

cac dich vu cia mang [Pv4.

v Tao thanh cong Tunnel IPv6 6to4 két ndi mang [Pv6 ndi by doanh nghiép

ra mang IPv6 qudc té gia 1ap (Mang 6Bone) thong qua Router IPv6 Relay.
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Sau khi thir nghiém trién khai va cau hinh hé thng nhu so dd, xuét phat tir
cac PC trong mang ndi bg, hoc vién thyc hi¢n 1énh Ping kiém tra két ndi dén site
IPv6.google.com, site ndy do google tao ra dé thir nghiém két ndi va chi chip nhan
cac két ndi thuan IPv6. Két qua nhu hinh 3.6 dudi day.

Command Prompt X

Packet Tracer PC Command
PCxping ipve.google . com

Pinging 2404:

Ping statistics for i
Packets: Sent = > = 0 (0% loss)
mate round trip times in milli-seconds:
Minimim = 3ms, Maximuam =

Hinh 3-6: Két n6i dén website IPv6.google.com
Site [Pv6.google.com cé dia chi [Pv6: 2404:6800:8003::63, c6 4 goi tin dugc
giri di, nhan vé 4 goi, ty 1& két ndi thanh cong dat 100%. Ching minh hé thdng noi
bo da két ndi dén mang Internet IPv6 théng qua duong ham 6to4.
DC>tracert ipvé.googl
Tracing route to 2404:-&800:8003:-:63 ov meaximim of 30 hops:

0 ms

1 ms
13 ms
13 ms

Hinh 3-7: Két n6i dén website IPv6.google.com
Hinh 3.7 & trén cho két qua tir 1énh tracert hién thi so d6 duong di cua goi tin
IPv6 tir ngudn (mang ndi bd) cho dén dich 1a site IPv6.google.com thong qua 4 thiét
bi dinh tuyén.
‘/Céc dich vu truy cap Mail, Web hoat dong tét trén nén cong nghé
IPv6.
v Hé théng DNS Server hoat dong cho két qua t6t véi ca hai truong hop

may chi duoc cdu hinh dia chi thuin IPv6 ciing nhu khi hoat dong
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theo co ché Dual Stack, hé thdng phan giai tt cac ban ghi AAAA

cling nhu ban ghi Pointer.

4 Hé thong Web Server, Mail Server hoat dong cho két qua tot trong ca
hai truong hop 1a khi May chii cdu hinh véi dia chi thuan IPv6 ciing
nhu v6i trudng hop hoat dong Dual Stack. Trong hinh 3.8 tra vé két
qua két ndi va phan giai tén mién thanh cong téi site lanic.gov trén
nén IPv6

v Thir nghiém céc host trén ca hai site déu truy cap t6t dén hé thong
Mail Server va Web Server noi by dat tai Site 1 theo ca hinh thirc
thuan IPv6 hodc khi hoat dong theo co ché Dual Stack.

v Thir nghiém cac host dugc ciu hinh chi IPv6 trén ca hai site truy cip
vao mang 6Bone (Mang Internet IPv6) bang Tunnel IPv6 6to4 cho két
qua tot.

DCrping lamiec.gov

Pinging 2002:T7120 ::z3 with 322 bytes of data:

NG EGN:

t =0 (0% loss)

Approximate round trip times in milli-seconds:
Minimim = 10ms, Maximm = Z5ms, Average =

BCr»tracert lanic.gov
Tracing route to 2002:T71A( -3 ov maximm of 30 hops:
0 ms

12 ms
10 ms

Hinh 3-9So @6 dwong di ciia géi tin xuit phat tir mot Host tai Site 2 dén

website ngi bg cta to chirc lanic.gov
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3.5 Kétluin chuong 3

S6m hay muén, thé gidi sé thudc vé IPv6. Két qua 13, khi néi dén c6 mot sy
hién dién cua doanh nghi¢p trén Internet & nudc ngoai, trén IPv4, cé thé 1a mot sai
1am rat 16n. Mot td chic toan cau lya chon & lai trén IPv4 teong ty nhumdt doanh
nghiép quyét dinh chi giao tiép v&i khach hang bang tiéng Phap. Co thé trong thoi
gian ngin, trudc mit, didu do6 1a tot va tiét giam chi phi nhung néu doanh nghiép
mudn tiép can nguoi tiéu dung hodc khach hang ¢ Trung Qudc, Nhat Ban, M¥, Anh,
P, Italy, doanh nghiép phai duoc giao tiép bang thir ngdn ngit toan ciu. Néu
khong, doanh nghiép dang tu han ché kha ning mé rong va giao tiép vai thi truong
muc tiéu. Vi vay, doanh nghiép can phai chuyén d6i sang IPv6 dé co thé nhin thiy
khach hang, d6i tac va cac bén lién quan.

Trén c& s6do, hoc vién xadc dinh mdt mo hinh mang phu hop voi hé thé)ng
mang cic doanh nghiép vira va nho tai Lao hién nay, ddng thoi trién khai cac budc
cAu hinh duya trén cac cong nghé phu hop da dé cap trong chuong 2 dé trién khai thi
nghiém hé théng mang trén IPv6 va khéng lam gian doan hé théng mang hién
tai,IPv4. Pay c6 thé 1a tai liéu tham khao cho cac mang doanh nghiép ap dung dé
thuc hién tht nghiém.

Qua thuc té trién khai, hoc vién cling dé xuét mot quy trinh dy an trién khai
nang cap hé thong mang tir IPv4 sang IPv6 d6i voi cac doanh nghiép.

Véi cac thir nghiém trén, c6 thé danh gia mé hinh lya chon 1a phu hop cho
cac mang doanh nghiép loai vira va nho 4p dung trién khai IPv6. Pay ciing 1a tién

dé cho phép hoc vién trién khai hé thong mang IPv6 tai to chirc.
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KET LUAN

Sau hon 10 nam chinh thac két ndi Internet toan cau, Internet Lao da c6 bude
phat trién nhanh chéng vadong vai tro ngay cang to 16n trong doi séng xa hoi, mang
lai nhiéu loi ich cho nguoi sir dung, doanh nghiép va gbp phan quan trong ning cao
chét luong cudc sdng ngudi dan va phat trién kinh té xi hoi. Sy bung nd cia
Internet trong nhiing nim gan ddy da dan dén ngudn tai nguyén dia chi Internet
IPv4 duoc ti€éu thu mdt cach nhanh chong.

Viéc chuyén d6i cac hé thong mang tir IPv4 sang IPv6 dang 1a mot yéu cau
cép thiét, vira dé nham dam bao cho su phat trién lien tuc cta hoat dong Internet,
vira phat huy cac loi thé vuot troi vé cong nghé méi cta IPV6 so véi IPv4.

bé thuc déy st dung IPv6, bét kip voi cac cong ngh¢ va dich vu méi, dap
g kip thoi nhu cau str dung dia chi trong thoi gian toi, tao dadiy manh trién khai
tmg dung cong nghé thong tin trong xa hoi va trién khai chinh phudién tu, Bo
Thong tin va Truyén thong di c6 nhiéu vin ban chidao, ciing nhu hanh déng nhim
nang cao nhan thic vé tim quan trong viéc thic day trién khai IPv6 trong dodién
hinh 14 Uy ban thiic day trién khai IPv6 (Force Task IPv6) duoc thanh lap.

Ngay tir bdy gio, cac doanh nghiép phai nhan ré tam quan trong ciia IPv6
cling nhu ¢ cac bude di thich hop cho viéc chuyén d6i. Khong thé doi viée cac nha
cung cip chuan bi sdn cho doanh nghiép hay dén khi hé théng thong tin xay ra gian
doan ciing nhu cac khach hang thong thé truy cap vao hé théng thong tin clia doanh

nghiép thi moi nghi dén viéc chuyén doi.
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PHU LUC
BANG CAC THAM SO PIA CHI IP CO BAN
CAU HINH CHO HE THONG

1. Dia chi IPv4 Public Site 1: 222.254.22.1
2. Dia chi IPv4 Public Site 2: 113.160.113.24
3. Dia chi anycast IPv6 cua Router Relay: 2002:C058:6301::
ROUTER INTERFACE 1Pv4 IPv6 NOTE
F0/0 192.168.10.1/24 2002:71A0:8518:2::1/64 IP LAN LOCAL
S0/0/1 10.0.13.1/24 LINK R1-R3
Kl TUNNEL 12 2002:12:12:12::1/64 TUNNEL R1 - R2
TUNNEL 16 2002:16:16:16::1/64 TUNNEL R1 - R6
F0/0 192.168.20.1/24 2002:71A7:6833:2::1/64 IP LAN LOCAL
S0/0/1 10.0.23.2/24 LINK R2-R3
Rz TUNNEL 12 2002:12:12:12::2/64 TUNNEL R1 -R2
TUNNEL 26 2002:26:26:26::2/64 TUNNEL R2 - R6
S0/0/0 10.0.13.3/24 LINK R1-R3
S0/0/1 10.0.23.3/24 LINK R2-R3
R S0/1/0 10.0.34.3/24 LINK R3-R4
S0/1/1 10.0.36.3/24 LINK R3-R6
S0/0/0 10.0.34.4/24 LINK R3-R4
R S0/0/1 10.0.45.4/24 LINK R4-R5
S0/0/0 10.0.45.5/24 LINK R4-R5
RS Fo0/1 8.8.8.1/24
S0/0/0 10.0.36.6/24 2002:67:67:67::6/64 HINK R3-RO
LINK R6 - R7
R6 TUNNEL 16 2002:16:16:16::6/64 TUNNEL R1 - R6
TUNNEL 26 2002:26:26:26::6/64 TUNNEL R2 - R6
S0/0/0 2002:67:67:67::7/64 LINK R6 - R7
K7 F0/0 2404:6800:8003::1/64
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SERVER
and IPv4 GWv4 IPvé6 GWv6
CLIENT
DNS 192.168.10.250 2002:71A0:8518:2::2
WEB 192.168.10.251 2002:71A0:8518:2::3
MAIL | 192.168.10.252 2002:71A0:8518:2::4 2002:71A0:8
SITE 1 192.168.10.1 [ 2002:71A0:8518:2:6F:8EC1: 518:2::1/64
USER 2 | 192.168.10.20
9D48:76C0
2002:71A0:8518:2:18AF:77E
USER 3 | 192.168.10.12
0:FB2E:22B7
DNS 192.168.20.250 2002:71A7:6833:2::2
2002:71A7:6833:2:18AF:Al
USER 5 | 192.168.20.12 2002:71A7:6
SITE 2 192.168.20.1 E0:CBI1E:12CA
833:2::1/64
2002:71A7:6833:2:D4FE:66
USER 6 | 192.168.20.20
D3:F901:CDCB
ipv6.goog 2404:6800:8
2404:6800:8003::63
le.com 003::1
ipv4.goog
8.8.8.8 8.8.8.1

le.com




